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Abstract. Securing information systems and teaching people about how
to use them securely is one of the significant challenges of the coming
years. There is, however, a considerable lack of feasible approaches to
train potential future professionals on security. Hackathons appear to
be a good approach because studies have found them to not only be
useful to teach participants but also to encourage people to explore the
security of information systems. Such benefits cannot materialize without
careful planning though. In our paper, we propose and evaluate a set
of interventions aimed at fostering security learning amongst hackathon
participants. Evaluating our approach, we found that emphasizing the
need for idea generation, introducing security talks relevant to the ideas
generated, interaction with mentors that come from diverse backgrounds,
and the introduction of incentives can encourage security learning among
participants.
Keywords: Hackathons · Security Learning · Action Research.

1

Introduction

Technological advancements have led to the ubiquitous availability of data and
continue to shape digital innovation [7]. Industry experts predict there will be 6
billion internet users by 2022 [23] and nearly 26 billion connected devices by 2020
[13]. The increase in devices significantly expands the attack surface for malicious
actors, who are continually developing more advanced and scale able tools to e.g.
access sensitive user data. It is thus critical to educate future professionals that
can build secure systems and train users to use these systems securely.
We propose to utilize the hackathon format as a way to raise interest among
potential future professionals and spread security knowledge to the larger population. Hackathons are time-bounded events during which participants from
diverse backgrounds form teams and work on projects that are of interest to
them [26]. Hackathons have previously been utilized as a tool for education and
learning [24,27,16] and in fact, learning has been cited as one of the key motivations for participants to participate [14]. However, there is a need for a hackathon
approach that specifically focuses on improving the level of knowledge among
those which build or use IT systems.
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While learning can be considered an essential part of every hackathon, prior
work provides indication that what organizers want participants to learn at a
hackathon can be different from what they actually learn or are interested in
learning [22]. It is thus necessarily to design a hackathon approach that specifically focuses on activities related to security learning. Addressing this gap we
propose and evaluate a hackathon approach anchored around specific interventions by asking the following two related research questions:
RQ1 . How can different interventions at a hackathon influence informal learning about security in a social context?
RQ2 . How can these interventions be improved?
To answer these questions, we conducted an action research study of three
teams at a security hackathon. The methods and processes to stimulate security
learning were delivered as interventions introduced during the hackathon process.
We observed all teams and participants at set intervals during the early, mid,
and later phases of the hackathon, administered questionnaires and conducted
interviews at the end of the event.
Our results indicate that organising idea generation as a separate event before the hackathon, security talks focused on topics relevant to the hackathon
projects, mentor feedback to increase interaction, and a competition style that
encourages practising security, foster security learning within the social context
of a hackathon.
Our findings thus expand the current body of knowledge related to the use
of hackathons as social learning opportunities in a specific context. The contribution of this paper is twofold. First, we developed specific interventions (idea
generation, security talks, mentor feedback and competition style) that aim to
allow interested individuals to learn more about security (RQ1 ). Second, based
on our evaluation of the aforementioned interventions we developed suggestions
for how hackathons can serve as a means to teach interested individuals in the
social context of a hackathon (RQ2 ).

2

Background

In the following section, we will discuss common design aspects that encourage
learning at hackathons (section 2.1) and show the security learning research gaps
in prior works on security hackathons (section 2.2). This provides a view into
our research contribution.
2.1

Hackathon design aspects for learning

Designing hackathons that foster security learning require careful planning to
create an environment suitable for informal learning through problem-solving
within the hackathon social context [6]. Participants should be able to gain
sufficient knowledge about security to explore and contribute to the development
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of security projects within the tight time constraints of the hackathon [17]. Here,
we discuss design aspects that have been found in literature to foster security
learning. We will use them as a basis for interventions discussed in section 3.1.
The early part of each hackathon event is typically devoted to idea generation. Ideas proposed should be real-world problems that are aligned to the
theme of the the event. These ideas form the basis of projects that teams will
work on during the event [30]. Idea generation allows participants to involve
themselves in self-regulated learning from the investigation of the necessary information, and the pursuit of logical inquiry based on knowledge gained [1]. It
is thus crucial for hackathons to start with an open idea generation phase [4]
where teams can express and refine ideas.
To encourage security learning by solving security issues, it is necessary to
provide participants with both domain-specific knowledge. This can help them
to better understand the problem context and develop suitable ideas [30]. Security talks at a hackathon can provide participants with an understanding of
the security domain and allow them to recognise the need for security within the
current advances in information systems. Security talks also provide the opportunity for participants to acquire new information [12] relevant to the security
project.
One of most prevalent forms of participant support during a hackathon are
mentors which commonly provide on-demand feedback and guidance to teams in
need [28,5]. Mentor feedback can help teams to scope their projects, provide
suggestions about how approach a problem, and help with (technical) problems
[20]. Mentorship also allows participants to receive learning-oriented support,
especially when mentors perceive their role as that of a traditional (workplace
or educational) mentor [24].
Although participation in a hackathon is voluntary, specific incentives can
encourage individuals to participate. Competition style designs can provide
incentives to motivate participants to attempt challenging projects that might
even be out of their comfort zone / zone of knowledge [11]. Competition based
design promotes active-learning where participants learn something new through
problem investigation, reconciling new knowledge gained with experience to solve
a given problem [30].
2.2

Related work

Hackathons are intense, uninterrupted and time-bounded events, typically of 2-5
days, during which people gather together and form collocated teams, in attempts to complete a project of interest [25,18]. Although studies on security
hackathons exist, most reports focus only on describing the hackathon event itself. Kharchenko et al. [15] presented a case study collection of different security
hackathons carried out to facilitate university-industry cooperation. However,
they did not report on an evaluation of how different hackathon activities contributed to security learning. Similarly, the paper by Starov et al. [29], reports on
a hackathon where students were provided comprehensive knowledge in a particular course (i.e, security), then participated in an idea generation and prototype
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development training. The emphasis of this study was on start-up development
and establishing communication between university and industry. The study did
not contain an evaluation of hackathon design aspects that foster security learning nor of learning objectives to be achieved by the hackathon. Lastly, Foley et
al. [10] discuss findings from a science hackathon for researchers. During this
event, researchers were able to explain their ongoing research in cyber-physical
systems (CPS) security based on a shared CPS test-bed. But, the paper does
not report on an evaluation of the design aspects that foster security learning.
Our work is thus different from prior studies on hackathons because we aim
to develop and introduce selected design aspects that foster security learning as
interventions specific to the context of a case security hackathon. We evaluate
the security learning outcomes of participants as a result of the introduced design
aspects and then identify means for improving them.

3

Empirical method

To answer our two main research questions (RQ1 , RQ2 ), we applied an action
research approach [21]. This approach appears reasonable because we developed
and evaluated interventions from selected design aspects to foster security learning in a hackathon context (RQ1 ) with the aim to improve them (RQ2 ). In
the following we will outline our interventions (section 3.1) before discussing our
data collection and analysis approach (sections 3.2 to 3.4) in detail.
3.1

Proposed interventions to foster security learning

In this section we discuss the specifics of the interventions we developed to
foster security learning at a hackathon. These interventions to be introduced to
the security hackathon are based on the design aspects previously discussed in
section 2.1.
Our idea generation intervention consisted of two parts. We conducted a
dedicated idea generation event before the main hackathon during which participants could discuss ideas and form teams. The dedicated idea generation event
gave participants an opportunity to prepare an idea fully so that the participants
(or newly formed team) can focus on the project during the main hackathon.
Nonetheless, we also conducted an idea generation session for all participants
at the beginning of the main hackathon. This provided another opportunity to
facilitate idea generation for both participants of the idea generation events and
for participants that only attended the main hackathon. The idea generation
session at the main event was set up so that participants from both categories
can present their idea proposals and additionally learn from mentor feedback.
We also introduced security talks during the main hackathon and during
the idea generation events. These covered top security trends in IoT, security
risk management, and the general aspects of security learning. The talks were
aimed to enable participants learn about basic security concepts and techniques.
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They were also aimed to inspire participants to reflect on their ideas and provide
them with a foundation to scope and attempt their projects.
Mentor feedback was the third intervention we introduced to the hackathon
design. Mentors were organised in two ways; mentors assigned to teams based
on the team’s needs and free-flowing mentors with a broad range of security
expertise that provide support for multiple teams. Team interaction with mentors
provided participants with the opportunity to gain expert feedback and allowed
them to incorporate this feedback into building their security project.
Lastly, in the competition style intervention, we gave prizes to teams that
were seen to have attempted challenging projects. We set this intervention to
motivate participants to learn through security investigations to create unique
solutions to security problems.
3.2

Setting

In this section, we outline the context and organisation of the hackathon event
and related idea generation events we studied. The events were organised as
follows:
We first prepared the designed interventions for the hackathon. We then
organised idea generation events, bringing together people from diverse backgrounds to generate ideas that aim at tackling security issues. The main hackathon
started with an idea generation session which allowed participants who did not
attend the dedicated idea generation hackathon event, the opportunity to propose and refine their security ideas based on mentor feedback. Invited security
experts delivered planned security talks as additional resources to aid idea generation. Once the idea generation sessions were completed, the participants formed
into teams of 5-8 participants per selected idea and mentors were assigned per
team.
Team-assigned mentors interacted with their teams providing guidance and
feedback concerning the team’s security project and team progress. Free-flowing
mentors visited teams based on their need. Mentors also provided input during checkpoint sessions were teams gathered to discuss their project progress.
Halfway into the hackathon event, an invited security expert presented another
security talk on security risk management to provide the participants with more
security considerations when building their projects.
At the end of the hackathon, all teams presented their projects and prototypes for evaluation. The hackathon provided live-streamed presentations of the
security projects and prototypes to all interested community members. After
evaluation, the judges presented incentives in form of prizes to selected winners.
Figure 1 shows the timeline of the hackathon activities, including intervention
preparation, idea generation pre-hackathon events and the hackathon event.
3.3

Data collection

We selected three teams (denoted as A, B, and C) for our data collection.
They were selected was based on their participation in the idea generation pre-
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Start

Idea Generation events:
Helsinki, Kiev, Vilnius

Security talk
Preparation

Intervention
Preparation

Aug - Oct

Jul - Aug
Jul - Sept

Jun - Sept
Mentor Preparation

Sept - Oct
Sept 16 - Sept 19

Idea Generation
Preparation

Oct 11 - Oct 13

End

Finalise competition
resources

Fig. 1. Timeline of the hackathon activities

hackathon events. The selected team characteristics are summarised in table
1. For each team we collected observational data, questionnaires, and posthackathon interviews. We will elaborate on how each data point contributes
to answering our main research questions.
Table 1. Team characteristics
Team #
team Interview
particimembers pants
A
6
A01 (team lead),
A02 (lead developer)
B
6
B01 (team lead),
B02 (security expert
and developer)
C
5
C01 (team lead),
C02 (developer)

Selection criteria
No participation in idea generation prehackathon event.
Participation in idea generation prehackathon event and continued with the
same idea at hackathon.
Participation in idea generation prehackathon event but did not continue
with same idea at hackathon.

At the hackathon event, we moved between the teams to observe the participants. The observation method included monitoring at intervals and recording
the responses of the participants to the discussed interventions. Reactions such as
attentiveness to security talks, positive interactions between teams and mentors
reported when discussing with a sample of participants, and perceived satisfaction of participants related to their project indicated reactions to respective
interventions. We also recorded other aspects that may contribute to understanding the overall hackathon experience of the participants such as their perception
about their teamwork, team process, and their satisfaction with their project.
We did not observe all teams throughout the entire duration of the hackathon as
we perceived the early, mid and late phases of the hackathon to be most crucial.
We use the recorded observations to evaluate if the participants able to achieve
learning gains with the introduced interventions as well as other team aspects
(RQ1 ).
After the hackathon event, we conducted a post-hackathon questionnaire
using pre-existing instruments [8,9,2] that we adapted to our hackathon study3 .
The questionnaire covered the participants’ perception of learning gains from
the interventions, learning benefits from completing the security project. We
also recorded participants’ perception of specific team properties such as size,
3

Detailed questionnaire information can be found in https://git.io/Jfp55
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team familiarity, leadership, skill diversity, product satisfaction and collaboration
process. The aim of the questionnaire was to gain additional context related
information that might influence the participants’ experience during the event.
From the selected teams, we chose 2 participants per team for an interview
to discuss the hackathon experience, learning gains at the hackathon, and the
hackathon outcome (i.e., security project worked on). These participants were
selected because they either held a vital role in the team (i.e., team lead) or by
observation, appeared to contribute significantly to the team.
The interviews lasted between 25 and 30 minutes. A sample of questions
asked during the interviews include;
1. How was the hackathon from your perspective in the form of: What did you
do after you arrived? How did you see the event play out?
2. Did you attend the idea generation pre-hackathon event? What idea did you
develop? How else did you prepare for this hackathon?
3. What were the outcomes as a result of learning? [mentors, security talks,
team members, working on the project]
4. How do you perceive the outcome of the hackathon? Were you satisfied? How
did you see your teamwork?
5. Did you discover new security knowledge during the hackathon? How did
you discover this?
6. What about the continuity of your project? Have you use anything learned
during the hackathon already? Are you planning to use it in the future?
The data from the post-hackathon interviews allowed us to evaluate how the
different interventions related to security learning thus enabling us to develop
suggestion on how to improve the proposed interventions (RQ2 ).
3.4

Analysis procedure

First, we discuss the journeys of each selected team and the impacts of the
introduced interventions on each teams based on a combination of observation,
questionnaire, and interview results. The questionnaires are used qualitatively
as an additional data source to the analysis procedure.
We then compared security learning for the teams using Bloom’s taxonomy
learning dimensions as a basis [3,19]. Bloom’s taxonomy describes levels of learning where each category of remember, understand, apply, analyze, evaluate, and
create form the learning dimensions [3,19]. Our application of Bloom’s taxonomy is based on data from team observations. A security expert assessed the
learning gains for each team. By comparing the teams journeys, we can analyse
how the participants encountered and worked with knowledge provided through
the interventions.
Lastly, we evaluated how well the interventions worked for the team participants in encouraging perceived security learning using data from the questionnaires and interviews. This also reveals the shortcomings of the introduced
interventions in fostering learning, where we suggest improvements to the interventions.

8

Abasi-amefon O. Affia, Alexander Nolte, and Raimundas Matulevičius

4

Findings

This section outlines the journeys of each selected team, the perception of each
learning intervention for each team, and the differences between teams in relation to their learning process. Data collected about the perception of learning
from interventions are illustrated in figure 2, while table 2 shows data about
team properties (of size, team familiarity, leadership, skill diversity, collaboration process, and product satisfaction).

5
4.5
4
3.5
3
2.5
2
1.5
1
0.5
0

Idea Generation

Security Talks
Team A

Mentor Feedback
Team B

Competition style

Team C

Fig. 2. Questionnaire responses by participants after the hackathon about interventions
and satisfaction with learning experience. All responses were given on a 5-point scale
which were anchored between strongly disagree (1) and strongly agree (5). The bars
indicate the mean (m) and standard deviation (SD) for each team.

Table 2. Calculated team property data (means, standard deviations, diversity formula, size count) used in qualitative analysis. Mean and standard deviation values are
from responses given on a 5-point scale.
Team property
Team A
Team B
Team C
size*
6
6
5
team familiarity
m = 1.1, SD = 0.25 m = 4, SD = 0.9
m = 1, SD = 0
leadership
yes
yes
yes
skill diversity**
0.6
0.7
0.4
collaboration process m = 3.8, SD = 0.3 m = 4.5, SD = 0.4 m = 4, SD = 0.3
product satisfaction m = 4, SD = 0.9
m = 2.9, SD = 2.1 m = 3.5, SD = 0.9
*Reported number of participants in a team.
** To estimate skill diversity, we calculated similarities in the reported skills within a
team and then determined how different they are (by subtracting the similarity value
from one).
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Team A

The leader of team A (A01) proposed the idea for the project in the idea generation session at the main hackathon event. A01 derived the idea from “a security problem from studies” (A01) of the hackathon and intended to create a
tool for enterprises to visualize security aspects. A01 formed a diverse (0.6 ) 6member team. The team members did not know each other before the hackathon
(m = 1.1, SD = 0.25). “Ideation continued during the hackathon because the idea
was not properly prepared ” (A01), and completed after discussions in the team
and mentor feedback. The idea was refined to “be targeted at company risk management team to help visualise and communicate security risk scenarios to upper
management” (A01).
At the security talk sessions, team A members reported learning gains from
the talks (m = 4, SD = 0) and showed an understanding of the security domain
while moving forward with the project. A01 highlighted on the “educating experience about risk management and what is missing in the cybersecurity field ”
(A01) presented at the security talks.
During the creation of the final product, A01 highlighted that there was
“support by experienced team members to complete tasks” for the project. The
team leader (A01) fostered learning within the team “holding everything together,
monitoring and identifying the needs of each team members for completing tasks”
(A01). A01 described how teamwork grew and how “everybody was eager to work
and contribute in any way they could ”; “some team members had no prior experience to security, but they tried to learn and contribute” (A01). A01 also reported
that the team members “went definitely beyond their current skills” (A01). The
team leader (A01) was involved in “monitoring and identifying the needs of each
team members for completing tasks”, and mentors supported these responsibilities were necessary to adjust scoping of the project. A01 presented updates to
the mentors about the project progress, getting feedback from mentors about
moving forward to the prototype stage. Talking and interacting with mentors
was reported to help the team learn more about security (m = 3.5, SD = 0.7).
At the end of the hackathon event, team A presented the security prototype
to judges for evaluation. Although team A did not win a prize at the competition, the team members reported, a moderate learning experience from building
the final product (m = 3.3, SD = 0.7) as an impact of the competition style design. But, there was a moderate agreement on the satisfaction with the product
outcome (m = 4, SD = 0.9). A01 expressed that there will be no continuation in
the project because “the market value for this type of project” (A01) was unclear.
4.2

Team B

The leader of team B (B01) presented an idea developed at the pre-hackathon
event. B01 highlights that attending the idea generation event provided “a lot
of support to [my] idea”. The idea developed was to “make data security more
desirable for startups and give them a badge” (B01), thereby aiming to improve
security learning in startups. B01 presented the idea during the idea pitching
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session of the hackathon event and received feedback by mentors. After idea
generation, B01 reports that team formation was easy. This is because B01 “was
familiar with most of the team because [we] studied together at the university”
(B01) (m = 4, SD = 0.9). B01 formed a diverse (0.7 ) 6-member team.
At the security talk sessions, B02 explained that these talks were instrumental
as the team “tried to gather all sorts of information on how to secure systems
and gained knowledge” (B02). Team B members reported security gains from
the talks (m = 3, SD = 1.4). Team B participants reported learning experiences
from the mentor feedback (m = 3, SD = 0) as it provided “an opportunity for [us]
to explain our work progress” (B02). B02 reported that “different mentors visited
multiple times”, and that the mentors “visited to guide completing tasks” (B02),
but B01 reported that the multiple visits “disrupted the flow of tasks”(B01).
B01 reported that mentors specifically provided feedback on the scoping of the
project, and refinement of project content.
During the creation of the final product, the team perceived their collaboration process to be efficient (m = 4.5, SD = 0.4). B01 mentioned that a
“blackboard equipment for documenting the team’s process and ideas, allowing
[us] to see the big picture” (B01), thereby aiding collaboration between members of the team and between the team and visiting mentors. On the impact of
competition style of the hackathon on team B, there was a moderate learning
experience(m = 2.5, SD = 0.7) from accomplishing the task of building security
content for the prototype.
Towards the end of the hackathon event, Team B pitched their project and
presented the prototype for evaluation. Team B won a prize for a unique product developed and its perceived usefulness to the security community. Interestingly, there was a moderate satisfaction with the outcome of the project
(m = 2.9, SD = 2.1). B01 raised an issue with a team member leaving the
team unexpectedly halfway through the hackathon with the resources already
gathered by the team. Continuation of the project following the competition style
intervention was encouraged by the incentive prize awarded to the team project.
Although B01 reported that the team intends to continue with the project, we
learned from both B01 and B02 that the provided incentive might not be useful
to its continuation.
4.3

Team C

The team lead (C01) pitched an idea during the idea generation session of
the hackathon event. Although C01 attended the idea generation pre-hackathon
event, the idea pitched at the main hackathon event was different from the one
C01 worked on during the pre-hackathon event. C01 pitched the idea to “create
a binary betting platform for smart contracts”(C01) on a blockchain platform.
However, mentors provided feedback that the presented idea did not readily
provide a project addressing current security issues and asked C01 to think
more about potential security aspects of that idea. C01 formed a less diverse
(0.4) 5-member team, consisting mainly of developers interested in developing a
blockchain-based project.
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Once team formation was complete, the participants in team C continued idea
refinement with the mentor feedback. C02 stated that the initial idea “didn’t seem
like a good idea for a security hackathon, so [we] needed to connect it to a security topic” (C02). Thus, a new idea was formed based on blockchain, where the
team decided on “an availability insurance smart contract for service providers”
(C02). The team leader (C01) provided progress reports on development to the
mentors, who contributed feedback on how to enhance the proposed security
prototype. The participants of team C reported learning experience from the
provided mentor feedback (m = 3.33, SD = 1.15). Although there were no individual reports from the participants of team C about learning experiences from
the security talk sessions, questionnaires responses from team C participants
report learning gains from the security talk intervention (m = 3.67, SD = 1.15).
The participants in team C report security learning experience by working
on project tasks (m = 3.3, SD = 0.5) such as researching the security aspects
of the prototype. The team perceived their collaboration process to be efficient
(m = 4, SD = 0.3). C02 highlighted that this was due to the team’s high interest
in development using blockchain. Towards the end of the event, Team C pitched
the final prototype for evaluation. After evaluation, Team C did not win a prize
at the event and reported satisfaction with the outcome of the project (m =
3.5, SD = 0.9). C02 mentioned that there were no intentions of the participants
to continue with the project idea.
4.4

Team comparison

In this section, we compare the learning gains between the teams A, B and C
based on the knowledge of the team’s activity, and other observations at the
hackathon (see section 3.1). Figure 3 shows the learning gains based on Blooms
taxonomy. According to our findings, team B showed the most learning gains
followed by team A then team C. In the following, we discuss how the teams
were observed to use the different interventions in order to achieve learning gains.
Team A was showed the ability to recognise relevant security knowledge and
to provide specific security information gained through the security talks. The
study participants (A01, A02) were able to recall the security risk management
concepts discussed in the security talks, and discussed about these concepts in
relation to their security project. Team B also showed the ability to remember
security knowledge from the security talks intervention. B01 presented the security idea of a platform that encourages data security, related to security issues
raised in the security talks. Team C participants talked about the availability
security aspects of blockchain, recalling knowledge from security talk sessions.
Teams A, B, and C thus attained the remember process category.
Teams A and B showed the ability not only to remember and recall but
interpret and explain security concepts. Team A showed an understanding of
security issues from the security talks. This understanding is evident in the
generation of a security-relevant idea and discussions with mentors on security
issues and their impact in a security risk-aware business environment. Team B
showed an understanding of security concepts, evident in the generation of a

12

Abasi-amefon O. Affia, Alexander Nolte, and Raimundas Matulevičius

security-relevant project for the start-up environment. Thus the teams’ A and
B attained the understand process category.
Teams A and B were able to apply the security knowledge gained during
the idea generation sessions, following mentor feedback and in the process of
building a unique security project. Team A (A01) was able to incorporate feedback from mentors to focus on resources to visualise and communicate security
risk scenarios. Team B (B01) was able to apply mentor feedback in defining the
security aspects within the life-cycle of target start-ups. Team B also showed
the application of security knowledge gained by research on the security aspects
within start-up life cycles. Team C participants, in interviews, did not readily
show the application of gained security knowledge in its process and blockchain
based product. Thus, teams A and B attained the apply process.
Teams A, B, and C were given the chance to present their developed security
prototypes. However, only team B was able to show how the security knowledge
gained through interventions related to the overall purpose and structure of their
project. Team B respondents presented an analysis of how the introduction of
each intervention affected each task, sub-task or process in the development of
the final prototype. The team B achieved the analyse process.

Create
Evaluate
Analyse
Apply
Understand

None
None
Team B
Teams A and B
Teams A and B

Remember

Teams A, B, and C

Fig. 3. Team learning comparison

5

Discussion

In this section, we evaluate how the teams A, B, and C benefited from the
different proposed interventions. Relating those with the previously discussed
differences related to the teams’ learning gains allows us to develop improvements
for the interventions thus answering RQ2 .
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Evaluation of interventions

Our findings indicate that Team B benefited the most from the idea generation
intervention as it was instrumental in creating the security project, and as a
result, winning the competition. Of all three teams, team B was able to take
the most advantage of this intervention, and having more time to work on their
idea, resulted in a more mature security idea they could work on during the
main hackathon. Team B reported that this was possible because the team lead
(B01) attended the idea generation sessions at the pre-hackathon event and
began developing their project idea already then. Although C01 attended the
idea generation sessions at the pre-hackathon event, C01 ended up working on
a new idea during the main hackathon. Also, none of the participants of team
A attended the pre-hackathon event. As such, these teams had fewer chances in
involving in as much security learning from idea generation as team B.
Teams A and B benefited most from security talks while team C showed
little to no benefit according to our findings. This could be because the security talks provided were mainly related to teams A and B’s security projects.
A01 reported that the security talk on security risk management was relevant
to their security risk visualisation project. B01 reported that the security talk
on start-up security learning provided the required security knowledge relevant
to the team’s project. C01 reported that the security talks were not particularly
relevant to their blockchain project but were only useful to provide general security knowledge. It thus appears important that talks need to be tailored towards
team needs in order to be perceived as useful.
Our findings also indicate that Team B benefited most from the mentor
feedback intervention in achieving security learning as opposed to other teams.
This could be because of the high amount of interaction with diverse mentors.
B02 reported that different mentors visited the team at multiple times to provide an expert perspective on work progress. However, B01 said that mentoring
became disruptive to the team process because of multiple visits. Teams A and
C, showed little benefit from this intervention and did not report as much interaction with diverse mentors as with team B. A01 reported mentor interaction
in idea generation and in supporting the completion of set tasks for the security
project, while C01 only reported mentor interaction related to idea generation.
Thus, reducing the teams’ chances of involving in as much security learning as
team B. It appears crucial that we should organise mentoring appropriately to
ensure an adequate amount of mentor interaction.
Related to the competition style intervention, Team B benefited the most.
B01 reported that the intervention encouraged rapid knowledge gathering and
application of the security knowledge to product creation, thus winning a prize
at the hackathon. The perceived benefit could also be as a result of culminating
factors including idea generation, team formation, and team properties such as
team familiarity, collaboration, satisfaction and leadership, all within the competition constraints. Teams A and C showed little benefit from this intervention.
A01 reported that they did not win a prize because too much time was spent
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on idea generation, causing a race with time to complete the security project
adequately. C02 also reported difficulties faced in idea generation.
5.2

Suggestions for improvement

Based on our analysis we developed the following suggestion to improve the four
main interventions introduced in section 3.1 thus answering RQ2 .
Based on our findings, we would suggest supporting teams in idea generation to develop ideas before the main event and continue coaching them related
to this idea throughout. Changing an idea does not appear to be feasible. For
security talks, three suggestions can be proposed for future iterations based on
our findings. First, the content of the security talks can be more domain-generic.
Another option is to appropriately scope the ideas generated at the hackathon
to the context of the hackathon. Finally, we develop the security talks only after
idea generation is completed, so that the talks are more domain-specific and have
maximum effect of offering adequate security knowledge to participants. Based
on our findings, we suggest that the mentor feedback intervention be handled
with excellent coordination not to disrupt the team process. We suggest that a
designated member of the team (most likely the team leader) with knowledge
of the team’s process, stand in between the mentors and the team when necessary, to handle explanations of the teams progress, and what the team needs in
mentoring to prevent multiple disruptions.
5.3

Limitations

The aim of our study was to develop and evaluate specific interventions that
can foster security learning during a hackathon. While it appeared reasonable
to conduct an action research study [21] there are certain limitations associated
with this particular study design. We developed specific interventions and studied three teams that participated in a hackathon over a limited period of time
that had specific backgrounds and goals for attending the hackathon. Despite
selecting teams thoroughly it is not possible to generalize findings beyond our
study context since studying a different setting with different teams, during a
different hackathon working on different projects might yield different results.
Moreover the researchers conducting the study were involved in the planning
of the hackathon which can affect the reported findings despite our best efforts
to refrain from interfering during the hackathon itself. We also abstained from
making causal claims instead providing a rich description of the observed behavior and reported perceptions of teams based on which we discuss differences in
how they reacted to the different proposed interventions.

6

Concluding remarks

In this paper, we reported on findings from an action research study of three
teams at a security hackathon. The study aimed to propose and evaluate how
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specific interventions – namely idea generation, security talks, mentor feedback
and a competition-style event – can foster security learning. Our findings indicate that these interventions foster informal learning about security in the
social context of a hackathon. Our results also point to suggestions for improvement. These include organising idea generation as a separate event before the
hackathon, preparing security talks focused on topics relevant to the hackathon
projects, and coordinating mentor feedback to increase mentor-participant interaction.
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